SUBJECT:

SOURCE:

COMMENT:

- Funds for this project are currently available in the Police Departments

CITY COUNCIL AGENDA: JUNE 4, 2013

REQUEST TO PURCHASE ADVANCED AUTHENTICATION SMART
CARDS

Police Department

In October 2012, the Federal Bureau of Investigations issued the latest
version of the Criminal Justice Information Services (CJIS) security policy
which identified enhanced security requirements for accessing FBI
databases from mobile or handheld devices. Further, the California
Department of Justice (DOJ-CLETS) has adopted similar security policies
regarding the transmission of mobile wireless data. Both the FBI and DOJ
have established a deadline of September 30, 2013, for agencies to
design, submit, and implement the required changes.

For the past several months, City IT staff has conducted research related
to this project and have been successful in accomplishing the first two
requirements to be implemented: Standard Authentication-Password and
128 Bit Encryption. After sending specifications to different vendors, the
only vendor found to fulfill all requirements for the final part of the project,
Advanced Authentication Smart Cards, was Dell Corporation. IT staff also
contacted the FBI for assistance in locating a vendor capable of satisfying
the requirements and they were directed to Dell. Attached is a quote from
Dell which covers the cost of purchasing the Smart Cards necessary to
equip the mobile computers (MDT’s) utilized by the Police Department, the
associated licenses, and a three-year service agreement. The total cost
for the items stated on the quotation is $7,692.82.

state asset forfeiture account.

RECOMMENDATION: That the City Council:

1. Approve the purchase of the Advanced
Authentication Smart Cards, licenses, and service
agreement for the amount of $7,692.82; and

2. Authorize staff proceed with the project.

ATTACHMENT: Sales Quote
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D E L L QUOTATION

QUOTE #: 653125953
Customer #: 4023319
Contract #: WN99ABZ
CustomerAgreement #: WSCA B27160
Quote Date: 5/17/13
Date: 5/17/13 1:04:21 PM Customer Name: CITY OF PORTERVILLE

TOTAL QUOTE AMOUNT: $8,346.72
Product Subtotal; $7,692.83

Tax: $653.89
Shipping & Handling: $0.00
Shipping Method: Ground Total Number of System Groups: 0

SOFTWARE & ACCESSORIES

Product ' : Quantity | Unit Price| Total

| 2FA Two Factor Authentication License Per User : 1 - 99 Users (A6946139) &5 . $42.67| $2,346.85
2FA Professional Services Per Hour (A6946160) 16 $218.83| $3,501.28
RF IDEAS CLAMSHELL 2K-ICLASS (50 MINIMUM) (A6951163) 55 $10.55 $580.25
2FA Two Factor Authentication License 3YR Maintenance Per User : 1 - 99 Users (A6946151) 55 $22,99| $1,264.45
Numberof S & A ltems: 4 S&A Total Amount: $7,682.83

—-———-SALES REP:-{-Mariel M Montiel-—--— -~ ~~———--PHONE: | 800-695-8133 —— — | — —

Email Address: | Mariel_Montiel@Dell.com Phone Ext: | 18769

Please review this quote carefully. You may order online by signing into Premier at
www.premier.dell.com. Click on the eQuotes link. To order without Premier, go to www.dell.comigio.

If you do not have a separate agreement with Dell that applies to your order, please refer to
www.deil.com/terms as follows:

If purchasing for your internal use, your order will be subject to Dell's Terms and Conditions of
Sale-Direct including Dell's U.S. Return Policy, at www.dell.comireturnpolicy#total. If purchasing
for resale, your order will be subject to Dell's Terms and Condition of Sale for Persons or Entities
Purchasing to Resell, and other terms of Dell's PartnerDirect program at www.dell.com/pariner.

If your order includes services, visit www.dell.com/servicecontracts for service descriptions

and terms.

Quote information is valid for U.S. customers and U.S. addresses only, and is subject to change.
Sales tax on products shipped is based on "Ship To" address, and for downloads is based on
"Bill To" address. Please indicate any tax-exempt status on your PO, and fax your exemption
certificate, with seller listed as Dell Markefing L.P, to Dell's Tax Department at 800-433-9023.
Please include your Customer Number.
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